M. Tech (Advanced IT) Syllabi - Core
Semester I 

Course Code: MTH06102

Core Course II – Network Security

Unit I
Overview – Symmetric Ciphers: Classical Encryption Techniques

Unit II 
Symmetric Ciphers: Block ciphers and the Data Encryption Standards Public-key Encryption and Hash Functions: Public-Key Cryptography and RSA

Unit III
Network Security Practices: Authentication applications – Electronic Mail Security

Unit IV

Network Security Practices: IP Security – Web Security 

Unit V

System Security: Intruders – Malicious Software – Firewalls

Text Book(s)
1. William Stallings, ”Cryptography and Network Security – Principles and Practices”, Prentice-Hall, Third edition, 2003
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